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Disclaimer: This review aims to bring the attention of the operator to its AML

compliance obligations. This is a free contribution for information and
enlightenment purposes and should not be taken as the complete law; act,
regulations or directives as some sections or parts have been expunged for
clarity and relevancy to your sector. While we acknowledge the benefits of
highlighting the key points to relevant sections, users are advised to make
additional reference to the complete AML/CFT laws before taking decisive
steps or actions on behalf of their organization.
Introduction: According to hierarchy, the anti-money laundering law (Act) is
superior to the regulations being that an Act is approved by parliament to address
national matters while a regulation is approved by a regulator or a minister to
address issues related to that particular sector. In other words, all legal instruments
of authority like, policies, circulars, guidelines or directives etc, cannot be superior
to the Act; they all must draw power or purpose of direction from the Act. The Act
and regulations have similarities being that the regulations give a more detailed
explanation of the Act, example is, the ML Act and SEC AML regulations.
The laws reviewed here are the Money Laundering Prohibition Act, Terrorism
Prevention Act, Terrorism Regulation and Securities & Exchange Commission
(SEC) AML/CFT Regulations. Some of the relevant sections of the Terrorism Act
were explained before the Terrorism regulations. While for Money laundering,
sections of

the Act and regulations were explained one after the other. The

sections of the Act are highlighted in Yellow while those of the regulations in
fluorescent Green.
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TERRORISM (PREVENTION) (AMENDMENT) ACT, 2013

This Act amends the Terrorism (Prevention) Act No. 10, 2011, and makes
provision for extra-territorial application of the Act and strengthens terrorist
financing offences; and for related matters. ENACTED by the National Assembly
of the Federal Republic of Nigeria
NATIONAL COORDINATING BODIES– ―Refers to law enforcement agencies

responsibilities or powers, with the coordinating body being Office of the National
Security Adviser (ONSA)”.
1A. (1) The Office of the National Security Adviser (in this Act referred to as
―ONSA‖) shall be
coordinating body for all security and enforcement agencies under this Act
and shall (a) provide support to all relevant security, intelligence, law
enforcement agencies and military services to prevent and combat acts
of terrorism in Nigeria;
(b) ensure the effective formulation and National Coordinating Bodies
implementation of a comprehensive counterterrorism strategy for
Nigeria;
(c) build capacity for the effective discharge of the functions of all
relevant security, intelligence, law enforcement and military services
under this Act or any other law on terrorism in Nigeria; and
(d) do such other acts or things that are necessary for the effective
performance of the functions of the relevant security and enforcement
agencies under this Act.
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(2) The Attorney-General of the Federation shall be the authority for the
effective implementation and administration of this Act and shall strengthen
and enhance the existing legal framework to ensure (a) conformity of Nigeria‘s counter - terrorism laws and policies with
international standards and United Nations Conventions on Terrorism;
(b) maintain international co-operation required for preventing and
combating international acts of terrorism; and
(c) the effective prosecution of terrorism matters.
(5) Subject to the provisions of this Act, the law enforcement agencies shall
have powers to (a) Investigate whether any person or entity has directly or indirectly
committed an act of terrorism, is about to commit an act of terrorism
or has been involved in an act of terrorism under this Act or under any
other law;
(c) Investigate, arrest and provide evidence for the prosecution of
offenders under this Act or any other law on terrorism in Nigeria;
(d) seize, freeze or maintain custody over terrorist property or fund for
the purpose of investigation, prosecution or recovery of any property
or fund which the law enforcement and security agencies reasonably
believe to have been involved in or used in the perpetration of terrorist
activities in Nigeria or outside Nigeria;
(e) seal up premises upon reasonable suspicion of such premises being
involved with or being used in connection with acts of terrorism;
(f) adopt measures to identify, trace, freeze, seize terrorist properties
as required by the law and seek for the confiscation of proceeds
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derived from terrorist activities whether situated within or outside
Nigeria;
(h) request or demand for, and obtain from any person, agency or
organization, information, including any report or data that may be
relevant to its functions; and
FINANCING OF TERRORISM

13(1) any person or body corporate, who, in or outside Nigeria (a) solicits, acquires, provides, collects, receives, possesses or makes
available funds, property or other services by any means, whether
legitimate or otherwise, to (i) terrorist organisation, or(ii) individual terrorist, directly or
indirectly, willingly with the unlawful intention or knowledge or
having reasonable grounds to believe that such funds or property will
be used in full or in part in order to commit or facilitate an offence
under this Act or in breach of the provisions of this Act,
(b) attempts to do any of the acts specified in paragraph (a) of this
subsection, and
(c) possesses funds with the unlawful intention that it be used or
knowing that it will be used, directly or indirectly, in whole or in part,
for the purpose of committing or facilitating the commission of a
terrorist act by terrorists or terrorist groups, commits an offence under
this Act and is liable on conviction to imprisonment for a term of not
less than ten years and not more than life imprisonment.
(2) Any person who knowingly enters into or becomes involved, participates
as an accomplice, organizes or directs others in an arrangement -
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(a) which facilitates the acquisition, retention or control by or on
behalf of another person of terrorist fund by concealment, removal out
of jurisdiction, transfer to a nominee or in any other way, or
(b) as a result of which funds or other property is to be made available
for the purpose of terrorism or for the benefit of (i) terrorist individual, (ii) terrorist organization, or (iii) proscribed
organization, commits an offence under this Act is liable on
conviction to life imprisonment.
(3) For an act to constitute an offence under this section, it is not necessary
that the funds or property were actually used to commit any offence of
terrorism.
(4) An offence under this section shall apply, regardless of whether the
person alleged to have committed the offence is in the same country or a
different country from the one in which (a) the terrorist, terrorist group or proscribed organisation is located;
or
(b) the terrorist act occurred or is planned to occur.
(5) Where an offence is committed by a corporate body under this section, it
is on conviction liable to a fine of not less than N100,000,000, in addition to
(a) the prosecution of the principal officers of the corporate body who,
on conviction are liable to imprisonment for a term of not less than ten
years; or
(b) the winding-up of the corporate body and prohibition from its
reconstitution or incorporation under any form or guise‖
14. Obligation to report suspicious transaction relating to terrorism.
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(1) A financial institution or designated non -financial institution shall,
immediately but not more than 72 hours, forward reports of suspicious
transactions relating to terrorism to the Financial Intelligence Unit which
shall process such information and forward it to the relevant law
enforcement agency where they have sufficient reasons to suspect that the
funds—
(a) are derived from legal or illegal sources but are intended to be used
for any act of terrorism;
(b) are proceeds of a crime related to terrorist financing; or
(c) belong to a person, entity or organization considered as terrorist.
(2) A financial institution or designated non-financial institution is not liable
for violation of the confidentiality rules for every lawful action taken in
furtherance of its obligations under subsection (1) of this section.
(3) The details of a report sent by the institution or designated non-financial
institution shall not be disclosed by the institution or any of their officers to
any other person.
(4) Any person who commits an offence under this Act is liable on
conviction to a minimum fine ofN10, 000,000.00 or a term of imprisonment
of not less than 5 years
(5) Where a breach of sub-section (1) of this section occurs and it is shown
that the breach is not deliberate, the Financial Intelligence Unit shall impose
such administrative sanctions as it may deem necessary.
(6) Where the institution continues with the breach, it shall, on conviction,
be liable to a minimum fine of 20,000,000.00 or imprisonment term of not
less than ten years for the principal officers of the institution
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OBSTRUCTION OF ANY OFFICER OF A LAW ENFORCEMENT OR SECURITY
AGENCY

(2) Any person who
(a) refuses any officer the relevant law enforcement or security agency
access to any premises, or fails to submit to a search by a person authorized
to search him under this Act,
(b) assaults, or obstructs any officer of the relevant law enforcement or
security agency in the execution of his duty under this Act, or
(c) fails to produce or conceals or attempts to conceal from an officer of the
relevant law enforcement or security agency, any book, document,
information storage system or article in relation to which such officer has
reasonable grounds for suspecting or believing that an offence under this Act
or any other law prohibiting terrorism has been or is being committed, or
which is liable to seizure under this Act, commits an offence and is liable on
conviction to imprisonment for a term of not less than five years.
OFFENCES BY AN ENTITY

(2) Where an entity is convicted of an offence under this Act, it is liable to
the forfeiture of any assets, funds or property used or intended to be used in
the commission of the offence and the court may issue an order to windup
the entity or withdraw the practice licence of the entity and its principal
officers or both.
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TERRORISM PREVENTION REGULATION 2013 (SHORT TITLE)
CITATION

NIGERIA SANCTIONS COMMITTEE:- “refers to the Committee responsible for

providing general policy guidelines for the implementation of the provisions of the
Terrorism Prevention Act and Regulations, advising the Attorney-General on the
effective implementation of the United Nations Security Council Resolution
(UNSCR.”

CONSTITUTION OF THE NIGERIA SANCTIONS COMMITTEE
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GUIDELINES FOR THE IMPLEMENTATION OF THE UNSCR ON TERRORISM AND
TERRORISM FINANCING
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AND
INVESTMENTS AND SECURITIES ACT, 2007
SECURITIES AND EXCHANGE COMMISSION (CAPITAL MARKET OPERATORS
ANTI-MONEY LAUNDERING AND COMBATING THE FINANCING OF
TERRORISM) REGULATIONS, 2013
MADE at Abuja on the 29th day of August, 2013
ARUNMA OTEH
Director-General
Securities and Exchange Commission
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PROHIBITION OF MONEY LAUNDERING

LIMITATION TO MAKE OR ACCEPT CASH PAYMENT:

DUTY TO REPORT INTERNATIONAL TRANSFER OF FUNDS OR SECURITIES

IDENTIFICATION OF CUSTOMERS
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CUSTOMER DUE DILIGENCE MEASURES

9.—(1) Capital Market Operator shall undertake Customer Due Diligence (CDD)
measures when—
(a) business relationship is established ;
(b) carrying out occasional transactions above the sum of $1,000 or its
equivalent or such other thresholds as may be determined by SEC from time
to time, subject to the Money Laundering (Prohibition) Act, 2011 (as
amended) ; Secrecy and confidentiality laws.
(c) the transaction is carried out in a single operation or several operations
that appear to be linked ;
(d) carrying out occasional transactions that are wire transfers, including
those applicable to cross-border and domestic transfers between Capital
Market Operators and when credit or debit cards are used as a payment
system to effect money transfer ;
(e) there is a suspicion of money laundering or terrorist financing, regardless
of any exemptions or any other sum referred to in these Regulations ; or
(f) there are doubts about the veracity or adequacy of previously obtained
clients identification data ; provided that, a Capital Market Operator shall
not be required to repeatedly perform identification and verification exercise
every time a client conducts a transaction, unless the Capital Market
Operator suspects that there is a change in the documents earlier provided.
(2) A Capital Market Operator shall—
(a) carry out the full range of the CDD measures in these Regulations ; and
g-Log Consult |EDUCATIONAL MATERIAL

24

(b) identify all their clients and verify their identities using reliable,
independently sourced documents, data or information.
(3) The type of clients‘ information to be obtained and identification data to be
used to verify the information shall include the following—
(a) for a client who is a legal persons, a Capital Market Operator shall —
(i) verify the identity of any person purporting to have been
authorized to act on behalf of such a client by obtaining evidence of
his identity and verifying the identity of such a person, and
(ii) verify the status of the legal person by obtaining proof of
incorporation from the Corporate Affairs Commission (CAC) or
similar evidence of establishment or existence and any other relevant
information ; and
(b) for other clients ;
(i) a Capital Market Operator shall identify a beneficial-owner and
take reasonable measures to verify his identity using relevant
information or data obtained from a reliable source to satisfy itself
that it knows who the beneficial-owner is ; and
(ii) a Capital Market Operator shall in respect of all clients, determine
whether a client is acting on behalf of another person; and where the
client is acting on behalf of another person, a Capital Market Operator
is required to take reasonable steps to obtain sufficient identification
data and to verify the identity of that other person.
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(4) A Capital Market Operator shall take reasonable measures in respect of clients
that are legal persons to—
(a) understand the ownership and control structure of such a client; and
(b) determine the natural persons that ultimately own or control the client.
(5) Where the client or owner of the controlling interest is a public company listed
on a recognized securities exchange, it is not necessary to identify and verify the
identity of the shareholders of such a public company.
(6) A Capital Market Operator shall obtain information on the purpose and
intended nature of the business relationship of its potential client.
(7) A Capital Market Operator shall adopt CDD measures on a risk sensitive-basis
as provided for in these Regulations.
(8) A Capital Market Operator shall determine in each case if the risks are lower or
not, depending on the type of client product, transaction or location of the client.
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WHEN

TO

CONDUCT

CDD

MEASURES

TIMING OF VERIFICATION

14.—(1) A Capital Market Operator shall verify the identity of the client
beneficial-owner and occasional clients before or during the course of
establishing a business relationship or conducting transactions for them.
(2) A Capital Market Operator shall complete the verification of the identity
of the client and beneficial owner following the establishment of the
business relationship where—
(a) it shall take place as soon as reasonably practicable ;
(b) it is essential not to interrupt the normal business conduct of the
client ; and
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(c) the money laundering and terrorism financing risks can be
effectively managed.
(3) Normal conduct of business may not be interrupted in cases such as—
(i) securities transactions where the securities industry, companies and
intermediaries may be required to perform transactions very rapidly,
according to the market conditions at the time the client is contacting
them and the performance of the transaction may be required before
verification of identity is completed,
(ii) non face-to-face business, and
(iii) life insurance business in relation to identification and
verification of the beneficiary under the policy which may take place
after the business relationship with the policy holder is established.
(4) In all such cases listed under sub-regulation (3) of this regulation,
identification and verification shall occur at or before the time of payout or
the time when the beneficiary intends to exercise vested rights under the
policy.
(5) Where a client is permitted to utilize the business relationship before
verification, a Capital Market Operator shall adopt risk management
procedures concerning the conditions under which this may occur and these
procedures shall include a set of measures such as–
(a) a limitation of the number,
(b) types and amount of transactions that can be performed, and
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(c) the monitoring of large or complex transactions being carried out
outside the expected norms for that type of relationship.
APPLICATION OF CDD TO EXISTING CLIENTS

15.—(1) A Capital Market Operator shall apply CDD measures to existing clients
on the basis of materiality and risk, and shall continue to conduct due diligence on
such existing relationships at appropriate times.
(2) The appropriate time to conduct CDD by a Capital Market Operator
includes where—
(a) a transaction of significant value takes place ; (b) clients
documentation standards change substantially ; (c) there is a material change
in the way that the account is operated ; and (d) the institution becomes
aware that it lacks sufficient information about an existing client.
(3) A Capital Market Operator shall properly identify the clients in
accordance with the provision of these Regulations; and the clients‘
identification records shall be made available to the AML/CFT compliance
officer, other appropriate staff and relevant authorities.
ONGOING CDD
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ON-GOING DUE DILIGENCE

11.—(1) A Capital Market Operator shall conduct ongoing due diligence on a
business relationship as stated by the client.
(2) The ongoing due diligence measures shall include scrutinizing the
transactions undertaken by the client throughout the course of the Capital
Market Operator and client relationship to ensure that the transactions
conducted are consistent with the Capital Market Operator‘s knowledge of
the client, its business and risk profiles and the source of funds.
(3) A Capital Market Operator shall ensure that documents, data or
information collected under the CDD process are kept up-to-date by
reviewing existing records, particularly the records in respect of higher-risk
business relationships or clients‘ categories.
(4) For clients that may require additional caution to be exercised when
transacting with them, activities in such client‘s accounts shall be monitored
on a regular basis for suspicious transactions.
(5) A Capital Market Operator shall refuse to do business with the client
referred to in sub-regulation (4) of this regulation or automatically classify
them as high risk and subject them to an enhanced customer due diligence
and shall weigh all the circumstances of a particular situation and assess if
there is a higher than normal risk of money laundering or financial terrorism.
(6) A Capital Market Operator shall consider reclassifying a client as higher
risk and file a suspicious transaction report to the NFIU if following its
initial acceptance of the clients the pattern of account activity of the client
does not fit in with the Capital Market Operator‘s knowledge of the client.
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(7) A Capital Market Operator shall not commence business relation or
perform any transaction where the client fails to comply with the due
diligence requirements; and shall terminate an existing business relationship
and report to the NFIU, where the client fails to comply with due diligence
requirements.
RISK, CROSS-BORDER

CORRESPONDENT RELATIONSHIPS WITH HIGH RISK FOREIGN BANKS

10.—(1) Shell banks are prohibited from operating in Nigeria and Capital Market
Operators are not allowed to establish correspondent relationships with high risk
foreign banks (such as shell banks) or with correspondent banks that permit their
accounts to be used by such banks.
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(2) The type of payment referred to in regulation 9(1)(d) of these
Regulations shall not apply to—
(a) any transfer flowing from a transaction carried out using a credit or
debit card so long as the credit or debit card number accompanying
such transfers does not flow from the transactions such as withdrawals
from a bank account through an Automated Teller Machine (ATM),
cash advances from a credit card or payment for goods ; and
(b) any transfer and settlements between Capital Market Operators
where both the originator and the beneficiary are Capital Market
Operators, and are acting for themselves.
(3) A Capital Market Operator shall take all necessary measures to satisfy
itself that a correspondent Capital Market Operator in a foreign country does
not permit its accounts to be used by shell banks.
PEP TRANSACTIONS

DETERMINATION OF A POLITICALLY EXPOSED PERSON

16.—(1) A Capital Market Operator shall in addition to performing CDD
measures, put in place appropriate risk management systems to determine whether
a potential client or existing clients or the beneficial-owner is a Politically Exposed
Person (PEP).
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(2) A Capital Market Operator shall obtain senior management approval
before it establishes business relationships with PEPs and render monthly
returns on its transactions with PEPs to the NFIU.
(3) Where a client has been accepted or has an ongoing relationship with the
Capital Market Operator and the client or beneficial-owner is subsequently
found to be or becomes a PEP, the Capital Market Operator shall obtain
senior management approval in order to continue the business relationship.
(4) A Capital Market Operator shall take reasonable measures to establish
the source of wealth and the sources of funds of clients and beneficial
owners identified as PEPs and report all suspicious transactions immediately
to the NFIU.
(5) A Capital Market Operator in a business relationship with PEPs shall
conduct enhanced ongoing monitoring of that relationship and in the event
of any transaction that is abnormal; a Capital Market Operators shall flag
the account and report immediately to the NFIU.
APPLICATION OF ENHANCED CUSTOMER DUE DILIGENCE (ECDD) FOR HIGHER RISK CLIENTS

12.—(1) A Capital Market Operator shall adopt an enhanced CDD process for
higher risk categories of clients, business relationships or transactions.
(2) A Capital Market Operator shall exercise greater caution when approving
the opening of account or conducting transactions for the following
categories of high risk clients
(a) non-resident clients ;
(b) clients from locations known for its high crime rate such as drug
production, trafficking or smuggling ;
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(c) clients from a jurisdiction designated by the FATF as high-risk
jurisdictions or those known to the Capital Market Operator to have
inadequate AML/CFT laws and Regulations ;
(d) Politically Exposed Persons (PEPs) and persons or companies
related to them
(e) complex legal arrangements such as unregulated investment
vehicles or special purpose vehicles (SPV) ;
(f) companies that have nominee shareholders ;
(g) cross-border business relationships;
(h) wire transfers or non face-to-face transactions.
(3) Upon classifying a client as ―high-risk‖, the Capital Market Operator
shall undertake enhanced CDD process on the client which shall include
enquiries on the—
(a) purpose for opening an account ;
(b) level and nature of trading activities intended ;
(c) ultimate beneficial owners ;
(d) source of funds ; and
(e) senior management‘s approval for opening the account.

g-Log Consult |EDUCATIONAL MATERIAL

34

LOW RISK CATEGORIES OF CLIENTS

13.—(1) Simplified CDD process shall be adopted for lower risk categories of
clients, business relationships or transactions.
(2) A Capital Market Operator shall consider the following as categories of
low risk clients—
(a) Capital Market Operators, provided they are subject to
requirements for the combat of money laundering and terrorist
financing which are consistent with the provisions of these
Regulations and are supervised for compliance ;
(b) public companies listed on securities exchange or similar
situations that are subject to regulatory disclosure requirements ;
(c) Government ministries, departments, parastatals and agencies;
(d) insurance policies for pension schemes where there is no
surrender value clause and the policy cannot be used as collateral ;
(e) a pension, super annuation or similar scheme that provides
retirement benefits to employees, where contributions are made by
way of deduction from wages and the scheme rules do not permit the
assignment of a member‘s interest under the scheme ; and
(f) beneficial-owners of pooled-accounts held by Designated NonFinancial Businesses and Professions (DNFBPs) provided that they
are subject to requirements to combat money laundering and terrorist
financing consistent with the provisions of Money Laundering
(Prohibition) Act, 2011 (as amended) and the Terrorism (Prevention)

g-Log Consult |EDUCATIONAL MATERIAL

35

Act, 2011 (as amended) and have been so certified by their respective
regulators or self-regulatory organizations.
(2) The lower risks categories shall be considered in the circumstances
where—
(a) the risk of money laundering or terrorist financing is lower ;
(b) information on the identity of the clients and the beneficial owner
of a client is publicly available ; or
(c) adequate checks and control exist elsewhere in the national
system.
(3) Where there are low risks, a Capital Market Operator shall apply reduced
or simplified CDD measures when identifying or verifying the identity of the
client and the beneficial-owners. Lower Risk Categories of Clients
(4) A Capital Market Operator that applies simplified or reduced CDD
measures to clients‘ resident abroad are required to limit such to clients in
countries that have been certified as having effectively implemented the
FATF AML/CFT recommendations
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SUSPICIOUS TRANSACTION REPORTING(STR)

COMPLEX AND UNUSUAL LARGE TRANSACTIONS

20.—(1) A Capital Market Operator shall pay special attention to all complex,
unusual large transactions or unusual patterns of transactions that have no apparent
or visible economic or lawful purpose.
(2) Transactions or patterns of transactions under sub-regulation (1) of this
regulation shall include—
(a) significant transactions relative to a relationship;
(b) transactions that exceed certain limits ;
(c) very high account turnover inconsistent with the size of the
account balance;
(d) transactions which fall out of the regular pattern of the account‘s
activity.
(3) Capital Market Operators shall examine as far as possible the
background and purpose for such transactions and set forth their findings in
writing which findings shall be made available to the SEC and NFIU, and
kept for at least five years from the end of the business relationship.
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SUSPICIOUS TRANSACTIONS ―RED FLAGS‖

(3) A Capital Market Operator shall put in place a structure that ensures the
operational independence of the Chief Compliance Officer (CCO).
(4) A Capital Market Operator who suspects or has reason to suspect that
funds are the proceeds of a criminal activity or are related to terrorist
financing shall promptly report its suspicions to the NFIU, provided that all
suspicious transactions, including attempted transactions are to be reported
regardless of the amount involved and whether the transactions involve tax
matters or other things.
(6) Potential Transactions perceived or to be identified as suspicious
includes—
(a) transactions involving high-risk countries vulnerable to money
laundering, subject to this being confirmed ;
(b) transactions involving shell companies ; (c) transactions with
correspondents that have been identified as higher risk ; (d) large
transaction activity involving monetary instruments such as traveler‘s
cheques, bank drafts, money order, particularly those that are serially
numbered ; (e) transaction activity involving amounts that are just
below the stipulated reporting sum or enquiries that appear to test an
institution‘s own internal monitoring or controls ; and (f ) other
money laundering indicators approved by the NFIU and published on
the NFIU website.
(7) Terrorist Financing ―Red flags‖ include— (a) where persons involved in
a transaction share an address or phone number; particularly when the
address is also a business location or does not seem to correspond to the
g-Log Consult |EDUCATIONAL MATERIAL

38

stated occupation, such as student, unemployed, or self-employed ; (b)
securities transaction by a nonprofit or charitable organization, for which
there appears to be no logical economic purpose or for which there appears
to be no link between the stated activity of the organization and other parties
in the transaction ; (c) large volume of securities transactions through a
business account, where there appears to be no logical business or other
economic purpose for the transfers, particularly when this activity involves
designated high- risk locations ; (d) where the stated occupation of the client
is inconsistent with the type and level of account activity ; (e) multiple
personal and business accounts or the accounts of non-profit organizations
or charities that are used to collect and channel securities to a small number
of foreign beneficiaries ; (f ) reference to the persons or entities listed in the
UN lists or Nigerian lists of terrorists or terrorist organizations under the
Terrorism Prevention (Freezing of International Terrorists Funds and other
Related Measures) Regulations, 2013 ; or (g) other money laundering and
financing of terrorism indicators approved by the NFIU and published in the
NFIU website.
(8) Other unusual or suspicious activities include when an employee— (a)
exhibits a lavish lifestyle that cannot be justified by his salary ; (b) fails to
comply with approved operating guidelines ; or (c) is reluctant to take a
vacation.
IDENTIFICATION OF PROCEEDS OF CRIME

6. A Capital Market Operator shall in the course of its business identify and
report to the NFIU, any suspicious transactions derived from the following
criminal activities—
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(a) participation in an organized crime groups and racketeering ;
(b) terrorism and terrorist financing ;
(c) trafficking in human beings and migrant smuggling ;
(d) sexual exploitation, including sexual exploitation of children ;
(e) illicit trafficking in narcotic drugs and psychotropic substances ;
(f) illicit arms trafficking ;
(g) illicit trafficking in stolen and other goods ;
(h) corruption and bribery ;
(i) fraud ;
(j) counterfeiting currency ;
(k) counterfeiting and piracy of products ;
(l) environmental crime ;
(m) murder, grievous bodily injury ;
(n) kidnapping, illegal restraint and hostage taking ;
(o) robbery or theft ;
(p) smuggling ; (q) extortion ;
(r) forgery ;
(s) piracy ;
(t) insider trading and market manipulation ; and
(u) any other criminal act specified in the Money Laundering
(Prohibition) Act, 2011 (as amended), Terrorism (Prevention) Act,
2011 (as amended) or any other law
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SUSPICIOUS TRANSACTION REPORTING (STR)
HOWAND WHEN TO FILE STR

SUSPICIOUSTRANSACTIONS ―RED FLAGS‖

22.—(1) A Capital Market Operator shall—
(a) be alert to the various patterns of conduct that have been known to
be suggestive of money laundering and maintain a checklist of such
transactions which shall be disseminated to the relevant staff ;
(b) when any staff of a Capital Market Operator detects any ―red flag‖
or suspicious money laundering activity, the operator is required to
promptly institute a ―Review Panel‖ under the supervision of the
AML/CFT Chief Compliance Officer, who shall immediately file a
suspicious transaction report to the NFIU immediately and without
delay but not later than 24 hours ; and
(c) maintain confidentiality in respect of any investigation and
suspicious transaction report that may be filed with the relevant
authority in compliance with the provisions of the Money Laundering
(Prohibition) Act, 2011 (as amended) and Terrorism (Prevention) Act,
2011 (as amended).
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(2) A Capital Market Operator, its directors, officers and employees
(permanent and temporary) are prohibited from disclosing the fact that a
report will be filled or has been filed with the NFIU.
PRESERVATION OF RECORDS

KEEPING AND MAINTENANCE OF RECORDS OF TRANSACTIONS

19.—(1) A Capital Market Operator shall—
(a) maintain all necessary records of transactions, both domestic and
international, for at least five years following completion of the
transaction or longer if requested by the SEC or NFIU in specific
cases; and this requirement shall apply regardless of whether the
account or business relationship is ongoing or has been terminated ;
(b) maintain records of the identification data, account files and
business correspondence for at least five years following the
termination of an account or business relationship or longer if
requested by the SEC or NFIU in specific cases ; (c) ensure that all
clients-transaction records and information are available on a timely
basis to the SEC and NFIU ; and Reliance on intermediaries and third
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parties on CDD measures. (d) keep the necessary components of
transaction-records which shall include clients‘ and beneficiaries
names, addresses or other identifying information normally recorded
by the intermediary, the nature and date of the transaction, the type
and amount of currency involved, the type and identifying number of
any account involved in the transaction.
(2) Any information obtained during any meeting, discussion or other
communication with the clients shall be recorded and kept in the clients‘ file
to ensure that current clients‘ information is readily accessible to the
Compliance Officers or relevant regulatory bodies.
INTERNAL PROCEDURES, POLICIES AND CONTROLS

INTERNAL PROCEDURES, POLICIES AND CONTROLS

21.—(1) A Capital Market Operator shall establish and maintain internal
procedures, policies and controls to prevent money laundering and financing of
terrorism and to communicate these to their employees.
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(2) The procedures, policies and controls instituted under sub-regulation (1)
of this regulation shall cover the CDD, record retention, the detection of
unusual and suspicious transactions, the reporting obligation, among other
things.
(3) A Capital Market Operator shall develop programs against money
laundering and terrorist financing which shall include— (a) the development
of internal policies, procedures and controls, including appropriate
compliance management arrangement and adequate screening procedures to
ensure high standards when hiring employees ; (b) an ongoing employee
training program to ensure that employees are kept informed of new
developments, including information on current AML/ CFT techniques,
methods and trends; and that there is a clear explanation of all aspects of
AML/ CFT laws and obligations, and in particular, requirements concerning
CDD and suspicious transaction reporting ; and Complex and unusual large
transactions. (c) adequately resourced and independent audit function to test
compliance with the procedures, policies and controls; (d) have a written
policy framework that would guide and enable its staff to monitor, recognize
and respond appropriately to suspicious transactions; (e) designate a
management staff appropriately as the AML CFT Chief Compliance Officer
to supervise the Compliance Department and the monitoring and reporting
of suspicious transactions.
(4) The AML/CFT Chief Compliance Officer and appropriate staff shall
have timely access to clients‘ identification data, CDD information,
transaction records and other relevant information.
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(5) A Capital Market Operator shall render quarterly returns on their level of
compliance to the SEC and NFIU.
GENERAL GUIDELINES ON INSTITUTIONAL POLICY.

3. A Capital Market Operator shall—
(a) adopt policies stating its commitment to comply with Anti -Money
Laundering and Countering the Financing of Terrorism (AML/CFT)
obligations under the law and regulatory directives to actively prevent any
transaction that facilitates criminal activities;
(b) formulate and implement internal controls and other procedures that will
deter criminals from using its facilities for money laundering and terrorist
financing and to ensure that its obligations under subsisting laws and
Regulations are met;
(c) designate AML/CFT Chief Compliance Officer at the management level,
with the relevant competence, authority and independence to implement the
institution‘s AML/ CFT compliance programme ; and
(d) comply with the requirements of the Money Laundering (Prohibition)
Act, 2011 (as amended), Terrorism (Prevention) Act, 2011 (as amended) and
Terrorism Prevention (Freezing of International Terrorists Funds and other
Related Measures) Regulations 2013, including related laws and
Regulations.

COMPREHENSIVE EMPLOYEE EDUCATION AND TRAINING PROGRAMMES

24.—(1) A Capital Market Operator shall design a comprehensive employee
education and training programmes not only to make employees fully aware
of their obligations but also to equip them with relevant skills required for
the effective discharge of their AML/CFT tasks; provided that the timing,
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coverage and content of the employee training programme shall be tailored
to meet the perceived needs of the Capital Market Operator.
(2) The employee training programmes shall be developed under the
guidance of the AML/CFT Chief Compliance Officer in collaboration with
the top Management; and the basic elements of the employee training
programmes shall include—
(a) AML regulations and offence; (b) the nature of money laundering ;
(c) Money laundering ‗red flags‘ and suspicious transactions,
including trade-based money laundering typologies ; (d) reporting
requirements ; (e) Clients Due Diligence ; (f ) risk-based approach to
AML/CFT ; and (g) record keeping and retention policy..
(3) A Capital Market Operator shall submit its Annual AML/CFT employee
training programme to SEC and NFIU not later than the 31st of December of
every financial year against the next year.

DUTIES OF AN AML/CFT COMPLIANCE OFFICER

4. The duties of a Compliance Officer include—
(a) developing an AML/CFT Compliance Programme ;
(b) rendering returns on mandatory disclosure and suspicious
transactions reports to the Nigerian Financial Intelligence Unit (NFIU)
(c) rendering returns on Foreign Exchange Transactions to the
Securities and Exchange Commission (SEC) and the NFIU ;
(d) receiving and vetting suspicious transaction reports from staff ;
(e) rendering ―nil‖ reports to the NFIU and the SEC, where necessary
to ensure compliance ;
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(f) ensuring that the Capital Market Operator‘s compliance
programme is duly implemented ;
(g) coordinating the training of staff in AML/CFT awareness,
detection methods and reporting requirements ;
(h) serving as liaison officer to both the SEC and NFIU ; and
(i) serving as a point of contact for all employees on issues relating to
money laundering and terrorist financing.

FAILURE TO TAKE MEASURES UNDER SECTION 9 -INTERNAL PROCEDURES,
POLICIES AND CONTROLS

MANDATORY DISCLOSURE BY FINANCIAL INSTITUTIONS
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TRANSACTIONS TO BE REPORTED

22 (5) A Capital Market Operator shall report all securities transactions in
any currency above the sum of N5,000,000 for individuals and N10,000,000
for corporate persons to the NFIU.
PROHIBITION OF NUMBERED OR ANONYMOUS ACCOUNTS, ACCOUNTS IN
FICTITIOUS NAMES AND SHELL BANKS

SECRECY AND CONFIDENTIALITY LAWS

7. A Capital Market Operator‘s secrecy and confidentiality laws shall not
inhibit the implementation of the requirements of these Regulations in view
of the provisions in the Economic and Financial Crimes Commission Act;
Money Laundering (Prohibition) Act, 2011 (as amended), Terrorism
(Prevention) Act, 2011(as amended) and other relevant subsisting laws and
Regulations and in giving the relevant authorities, either domestically or
internationally, power to access information to properly perform their
functions in combating money laundering and financing of terrorism.
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ANONYMOUS AND NUMBERED ACCOUNT

8. A Capital Market Operator shall not keep anonymous accounts in
fictitious names; and where nominee accounts are maintained, details of the
beneficial owners shall be provided on request.
LIABILITIY OF DIRECTORS, EMPLOYEES OF FINANCIAL INSTITUTIONS

SURVEILLANCE OF BANK ACCOUNTS
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Part II – OFFENCES
MONEY LAUNDERING OFFENCES

OTHER OFFENCES
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RETENTION OF PROCEEDS OF A CRIMINAL CONDUCT

CONSPIRACY, AIDING AND ABETTING
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OFFENCES BY A BODY CORPORATE

POWER TO DEMAND AND OBTAIN RECORDS

OBSTRUCTION OF THE COMMISSION OR AUTHORIZED OFFICERS
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MEANING OFTRANSACTION

FOR

THE

COMPLETE

ANTI-MONEY

LAUNDERING

AND

TERRORISM

PREVENTION LAWS AND MORE, PLEASE GO TO www.glogconsult.com/resources
THANK YOU.
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